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Ransomware is the biggest 

cybersecurity threat that 

organisations face. The risk 

increases exponentially as 

organisations struggle to 

affectively assess their 

ransomware readiness and 

identify areas of 

improvement. This lack of 

preparedness is the 

foundation to the success of 

ransomware attacks.

THE CURRENT THREAT OF 
RANSOMWARE

Threat groups are increasingly carrying out coordinated ransomware attacks on 
specific industry sectors, working their way through lists of organisations with 
little focus on size or public exposure. All organisations are at risk and need to 
be prepared.

With the introduction of ransomware-as-a-Service, such as LockBit, you are now 
as much at risk of ransomware from a disgruntled employee or bored individual 
as you are from a sophisticated hacker group or a nation state.

Double extortion, where your data is encrypted followed by the threat of 
leaking important data has evolved to include a third extortion. Attackers 
demand payment from those affected by the leakage of the data, thereby 
destroying your reputation completely.
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LOST PRODUCTIVITY
Typical downtime, often over a month, costs 

companies an average of 8-20% in lost productivity.

£1.0m - £1.5m

INSURANCE COST
Cyber insurers demand more stringent measures 
with more complex policies for repeat offenders.

Premium Cost Penalties

REPEAT ATTACKS
Chance of a repeat attack from becoming known to 
other attackers and backdoors left to allow access.

Approximately 80%

RANSOM AND DATA RECOVERY
The average cost of the ransom itself, and even if 
paid on average only 65% of data is restored.

£470,000 - £670,000

LEGAL EXPENSES
Encryption and loss of sensitive data resulting in 
costly legal actions for regulators and customers.

Class-actions, Lawsuits and Settlements

COST TO BRAND
Customers and vendors become wary of engaging 
with a company post ransomware attack.

Loss of Revenue, Slowed Growth, Closure

THE TRUE COST OF A 
RANSOMWARE ATTACK

Ransomware attacks are now endemic across all industries. 

78% of organisations experienced ransomware attacks in 2021, 68% of 
which were successfully infected. Nearly two-thirds of those 
organisations experienced 3 separate ransomware infections, while 
nearly 15% experienced more than 10 separate infections.
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PREPAREDNESS CAN MAKE 
RANSOMWARE AVOIDABLE

Crossword provides cyber threat intelligence and incident response 
services to both small and large organisations worldwide.

The majority of the incidents and breaches that we have helped 
organisations recover from could have been avoided with sufficient 
preparedness, aligned against an understanding of the real threat.

INCIDENT RESPONSE AND THREAT 
INTELLIGENCE INSIGHTS

Ransomware breaches have been successful 
due to either lack of or poorly implemented 
security controls.

Successful ransomware attacks almost always 
result in a significant portion of an 
organisation’s data being leaked.

The techniques and tools used by most bad 
actor groups are generally known about. 
They can bypass weak defenses.

We leverage the information from cyber incident 
response forensics to refine the specific measures 
needed to protect against the ransomware threat.

Working with organisations improve their 
preparedness against ransomware helps avoid the 
need for incident response and reduces the 
worldwide threat of ransomware.

Taking an industry specific approach means we can 
directly combat the specific threats and actor 
groups targeting that industry.
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CROSSWORD RANSOMWARE 
READINESS ASSESSMENT

Malicious cyber actors exploit weak security controls, 
poor configurations, and poor security practices. 

We provide a full insight into your ransomware 
readiness by examining all aspects of a real-world 
attack and identifying how likely it would be to succeed.

Explore your response capabilities to a 
real-world ransomware attack scenario to 

determine the effectiveness of your 
containment and recovery strategy.

PREPARE YOUR 
RESPONSE

TO EXFILTRATION / EXTORTION

RESPONSE ASSESSMENT

Desktop Incident Response Exercise

Evaluate your current security measures 
against typical ransomware attack 

mechanisms which exploit, bypass and 
evade weak security controls.

PROTECT YOUR 
ORGANISATION

CONTROLS ASSESSMENT

FROM PROPAGATION / ELEVATION

Phishing Test

Ransomware Controls Assessment

Identify, qualify, and understand the specific 
weaknesses in your organisation that 

ransomware attacks exploit. 

REDUCE YOUR 
EXPOSURE

EXPOSURE ASSESSMENT

TO COMPROMISE

Remote Vulnerability Assessment

Cloud Configuration Assessment

Domain Impersonation Scan
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GOLD AWARD

You are well prepared to protect your organisation from and respond to 
ransomware attacks, with only a few potential refinements.

What Next: We will provide a follow-up workshop with you to go 
through any specific details which you could potentially improve.

SILVER AWARD

You have some good measures in place to prepare for ransomware 
attacks, with potential improvements that can you more prepared.

What Next: We will provide you a report detailing a breakdown of your 
scoring as well as a series of recommendations on how to improve.

BRONZE AWARD

You have some measures in place to prepare for ransomware attacks, 
with improvements that should be implemented to be prepared.

What Next: We will provide you an overview of your strengths and 
weakness, and plan of how to improve and support your weaknesses.

Following the assessment we will provide you with an overall 
preparedness score, and a certificated award. We will also provide you 
with the most pragmatic and effective ways to improve on this rating and 
better protect and prepare your organisation for ransomware attacks.

YOUR PREPAREDNESS 
ASSESSMENT
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REDUCING YOUR 
EXPOSURE

Ransomware attacks start with a reconnaissance exercise to see if you 
are an easy target. Once the initial breach has occurred the attacker can 
be in your systems for months, assessing the ability to move between 
systems through known vulnerabilities and raising privileges to allow 
access to more valuable data to maximise leverage for their ransom.

REMOTE VULNERABILITY ASSESSMENT

Identification of known vulnerabilities and outdated software on a sample your IT 
systems. Prioritisation of detected vulnerabilities based on risk and severity along 
with practical and relevant remediation advice tailored to your organisation. 

We use a variety of long-standing public services that track information on 
services exposed to the public internet and match that data to the IP ranges that 
we believe are relevant to ransomware attack.

DOMAIN IMPERSONATION SCAN

Domain Impersonation Scan identifies recently registered potential impersonation 
attacks against you using fake or spoofed domains which may be used to 
fraudulently misrepresent your brand, business, or IT systems.

EXPOSURE 
ASSESSMENT

CLOUD CONFIGURATION ASSESSMENT

We assess your cloud environment to ensure that security configurations are 
optimised in accordance with hardening, security, and protective guidance. 
Helping you to reduce the risk of compromise from cloud-based threats. We 
utilise the latest cloud monitoring technology to monitor user activity in the cloud 
for anomalous behaviour and potential threats to increase your ability to detect, 
understand and react to cloud based cyber threats and reduce security incidents.
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PROTECTING YOUR 
ORGANISATION

An attacker will exploit staff uneducated in cyber best practices to gain a 
foothold within your IT systems. When this is coupled with ineffective 
and poorly implemented technical security controls, the extent of 
ransomware contamination can be extreme and the ability to recover 
severely hampered.

PHISHING TEST

We simulate a phishing attack by creating spoof emails designed to resemble a 
genuine email from a reputable source to test employees, enabling you to tailor 
subsequent cyber training and education to address specific needs, significantly 
reducing the likelihood of a phishing attack being successful.

RANSOMWARE CONTROLS ASSESSMENT

An independent assessment allowing you to understand the extent to which cyber 
security controls are implemented correctly and operating as intended, assessing 
known weak points within technical security configurations and IT processes.

CONTROLS 
ASSESSMENT
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PREPARING YOUR 
RESPONSE

An organisation that has got a well-practised response plan in place are 
at less risk of making the wrong decision at a critical time. Gaps in your 
response plans and controls are identified before they cause significant 
damage.

RESPONSE 
ASSESSMENT

DESKTOP INCIDENT RESPONSE EXERCISE

Should the worse happen and you are subjected to a ransomware attack, then 
your internal controls and your remediation and response capabilities can be the 
difference between a minor incident to a major breach that can have 
unrecoverable detrimental outcomes.

During our ransomware desktop exercise, key stakeholders will be expected to 
attend to represent different areas of the business. We will take you through the 
attack lifecycle posing pertinent questions and scenarios and testing the 
effectiveness of your controls, measures in place and your general ability to cope 
in the situation.

The exercise is based on a non-linear storyline and will change according to your 
previous reactions and answers. This better emulates a genuine ransomware 
attack. The lessons learnt in the desktop exercise should be taken seriously and 
form a key part of your ongoing ransomware strategy. We suggest that once key 
takeaways are implemented then the exercise should be performed again and 
your performance reassessed.


